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fraud is simply greater than ever. \Where once they
suffered with fraudulent activity that resulted in
unmonetised use of network capacity, operators now S4
face frauds that do far more damage. The situation is
like an airline in that old-fashioned fraud was the

Beorge Malm, equivalent of having someone fly for free in an empty

' seat but modern fraud means not only does that
person get a free ride, the airline has to pay for their meal, their
drinks and their entertainment. A loss of capacity becomes a loss of

cold, hard cash.
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To make matters worse, organised crime is increasingly targeting the
telecoms market in more and more cunning ways. Operators have to rise to
that challenge but approaches to fraud management remain fragmented and
there are no standard means to controlling the menace. As Mark Nicholson,
the CTO of Subex, explains on p S4, a lot can be achieved with a product-
based approach that brings the experience of a vendor to all it's customers
but that isn’t the only issue. As journalist Mark Dye points out on p S8, new
frauds and new solutions leave us where we started - in the shadow of
fraudsters, hanging on to their coat tails.

This VanillaPlus Supplement explores the issues of current fraud complexity
and how operators can overcome the challenges of future fraud. The more
that is known - and shared - the more that can be saved, and those savings
go largely to the bottom line.

Enjoy the supplement

George Malim, editor
VanillaPlus

Subex Limited is a leading global provider of
SU e Operations and Business Support Systems
(OSS/BSS) that empowers Communications

powering the ROC Service Providers to achieve competitive
advantage through business optimisation and service agility. Subex offers a
scalable managed services programme and has been market leaders in
business optimisation for three consecutive years.

The company pioneered the concept of Revenue Operations Center (ROC) - a
centralised approach that sustains profitable growth and financial health
through coordinated operational control. Subex's product portfolio powers
the ROC and its best-in-class solutions enable new service creation,
operational transformation, subscriber-centric fulfillment, provisioning
automation, data integrity management, revenue assurance, cost
management, fraud management and inter-party settlement.

Subex's customers include 26 of the world's 50 biggest telecommunications
service providers. The company has more than 300+ installations across 70
countries. www.subex.com <http://www.subex.com>
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A snapshot of Subex
Subex, a world leader
in fraud management

solutions with 20%
market share (Source:
TRI) has 100+ fraud
management
installations across
190+ networks and is
live in 10 of world’s top
20 operators.

Subex's customers
include 26 of the
world's 50 biggest
telecommunications
service providers and
the company has more
than 300 installations
across 70 countries.
Subex has been leader
in business
optimisations for three
years in a row
according to analyst
firm Analysys Mason.

®

Mark Nicholson is the CTO of Subex where he is responsible for the company's long-
term technology strategy and for driving the definition, direction and development of the
Subex software suite. Nicholson previously served as CTO and senior vice president of
product development at Syndesis. Prior to Syndesis, he was the CTO of Nortel
eBusiness Solutions, where he was responsible for its provisioning suite of products.
Nicholson has also worked on the operator side of the industry at AT&T Wireless and
Rogers AT&T. Here, he shares his vision of how operators can rise to the challenge of

greater complexity and new forms of fraud.

How does your experience as a vendor of fraud
management systems to the world’s largest
operators provide you with insight into the ways
in which operator demands are changing?

We're a global, product-based company so the
difference, compared to a service-based
company, is that we have one product code line
for all the operators we support. That means we
have an intimate understanding of each operator,
each country and each region’s approach to a
specific type of fraud. A number of vendors build
customised solutions for their customers
resulting in them getting exactly what they want,
but the challenge with that approach is that the
insights gained from that implementation don’t
typically get spread across the vendor’s entire
customer set.

The difference with our approach is that support
for new fraud types gets rolled back into the core
product line so that all our customers benefit from
it. In addition, the challenge is not just about
identifying fraud, it's about managing and
preventing it with scarce, high-skilled fraud analysts.
As a result, the operational best practices we gather
across all customers are ultimately rolled back
into product management and are reincorporated
into the product for the benefit of all.

To what extent are operators demanding
managed services and cloud offerings in the
fraud management domain? How important is it
that vendors are flexible when it comes to
offering different cost or pricing models?

It's very important and the driver is shrinking
margins. This financial reality ultimately
translates into demand for lower operating costs,
since you can't control price, you need to control
cost. However, effectively combating the
increasing volume and sophistication of fraud is
resulting in substantial costs for operators.

Subex supports our customers’ new cost realities
in a number of ways. From a software
procurement cost perspective, in addition to
standard CapEx-based software licensing, we
offer our solutions via the OpEx-based SaaS
model leveraging our globally distributed data
centres. From a total cost of operations (TCO)
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perspective, we offer both Professional and
Transformational managed services where Subex
runs the Fraud operations on behalf of our
customers using our ‘right-cost’ resources in
India and other geographies. With our
Professional offering, a customer can choose to
outsource specific parts of their operations to us
whereas with our Transformational offering,
customers choose to outsource their end-to-end
operations in a full blown Business Process
Outsourcing engagement. With this holistic
approach i.e. a product-based Fraud
Management solution wrapped with cloud-based
delivery models and managed services for
operations, we can offer alternative pricing
models based on quantified business benefits we
deliver. As an example of that, we have jointly
developed the industry’s first self-monitoring,
quantitative, Risk/Reward Share model with
Swisscom.

Can you talk more about the Risk Reward Share
model? How does it work and what have you
achieved in your deployment at Swisscom?

One of the challenges with Risk/Reward Share
(RRS) models for fraud management is
quantifying tangible, financial benefit in a
manner where both operator and vendor agree.
What we've done with Swisscom and others is to
focus on standard categorisation of different
types of fraud and define measurable financial
values for each categorisation. The key concept
of the commercial model is to take the cost of
identified frauds and forecast the benefits of
stopping the fraud as early as possible. Through
a series of detailed agreements, the actual cost of
a fraud is extrapolated to calculate a “Prevented
Fraud Loss” (PFL). The amount of fraud
prevented depends on the type of fraud.

The Reward aspect is that operators will pay us
based on the quantitative fraud we’ve protected
and prevented. Operators want an option as
opposed to large up-front CapEx expenditure;
that option being an OpEx return-based model.

This has proved to be a win-win initiative with
Swisscom reducing its systems’ CapEx costs and
paying the cost of the fraud solution using the



funds saved from prevented fraud
losses. In return, Subex is working in
close cooperation with Swisscom to
develop new fraud prevention
features and receiving a potentially
higher payment for its fraud

solution over the life time of the
system.

You mentioned operators’
budget squeeze for 0SS/BSS.
How has this impacted their
utilization of the fraud
management solutions in
particular?

There is certainly an increased
focus on sweating the assets,
and maximising the return on
investment (ROI) from their fraud
management solutions. To this
end, our solution is being used
for applications you wouldn’t
normally associate with a fraud
management solution — for
example, acting as a liaison and
source of information for law
enforcement agencies. We're
also helping some of our
customers prevent bill shock, by
sending automated alerts to
customers when their usage
crosses certain thresholds. In that
respect, we're actually helping
operators improve the customer
experience — who would have
thought a fraud management system
could do that?

Fraud management used to be viewed

in isolation. Now it is routinely viewed
along with revenue assurance as an
integrated stack in the operator back
office. How has Subex aligned its
business to reflect that?

There's a lot of debate out there. Some
see fraud as moving closer to security,
others see it as a distinct skill set and
process. We see a combination of those; it's
a hybrid approach. Aspects of fraud
management align or should align with an
overall security strategy; however fraud
management requires an optimised
operational solution and approach.

What we are seeing is a

trend of more joint RFPs .

for fraud combined Operational best
with other business practices we gather
auditand across all customers are
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such as | product management and
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Mark Nicholson, Subex



we're actually helping
operators improve
the customer
experience — who
would have thought
a fraud management
system could

do that?

Mark Nicholson,
Subex

TALKING HEADS

Revenue Assurance (RA). As a result the
industry has seen traditional fraud vendors
adding other functions such as RA to their
solutions and the reverse of traditional Revenue
Assurance vendors adding fraud functions. We
believe that revenue assurance is a different
discipline than fraud. They have users with
different skill sets, different operational practices,
and different departments with different
mandates. That's why we believe you need
optimised operational solutions for fraud,
revenue assurance, credit risk and other business
assurance functions but at the same time have a
higher-level common information store where
shared and linked information is housed along
with analytics and business intelligence. At
Subex, we refer to this higher-level customer and
partner focused informational store with its
associated business intelligence as the Revenue
Operations Centre or ROC.

So how can embedding the fraud system in the
customer acquisition process add value?

Fraud systems used to be very standalone and
very reactive. The trend is now far more towards
proactive approaches and fraud systems are now
being embedded within mainline processes such
as customer acquisition.

As an example, with fraud embedded in the
acquisition process, when a seemingly ‘new’
customer buys a new service, we'll profile the
customer through our system to see if they have
been a fraudster previously with that operator or
another. If detected, the acquisition process is
stopped. With the typical reactive approach to
fraud, we would have signed that customer
unaware until a later date when a reactive
system picks up on their fraudulent activity. By
which time we would have suffered preventable
losses. In addition, our approach means that
fraud at other operators can be detected and
used in this process.

There are no standards and there is no cross-
industry reporting of fraud. It's obviously a
sensitive issue for operators but what can be
done to reap the benefits of industry-wide
efforts to understand fraud triggers or identify
trends? To what extent is the industry’s failure to
work together more effectively costing
operators money?
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That's one of the challenges with fraud. There's
typically a justified reluctance among operators
to be open about types and levels of fraud
they’re experiencing. In addition, the industry is
not very clear when it comes to defining
standard classifications and metrics around
fraud, so it's very difficult to understand specific
trending across operators, countries and regions.

On the other side of the operators and vendors,
fraud is big business and fraudsters are good
and getting better by leveraging the same asset
we're protecting in the network. They use the
network effectively to share approaches to fraud
with each other, to collaborate on attacks and to
refine their craft via best practices. Looking at the
Revenue Assurance domain, industry groups
such as the TMF are working with operators to
come up with standards and metrics such that as
a global industry, we all can elevate our Revenue
Assurance maturity and effectiveness through
learning from each other.

Subex is actively working to bring similar
approaches to the fraud domain. We and other
vendors are working with the operators and
industry bodies such as the GSMA Fraud Forum
on issues such as standard classification of types
of fraud. We are actively working with them to
evolve a common language when it comes to
telecom fraud. We firmly believe that as
operators start talking about fraud using the
same language; it would for the first time pave
the way for true industry-wide cooperation in
fighting fraud as a common enemy.

Fraud systems are increasingly applicable as the
value chain becomes more complex and the
services provided become more valuable. How
does that change the value proposition?

The third party partner ecosystem, especially
with smartphones is definitely more complex
and operators deal with shared content, IPTV and
other higher value services. Fraud is perpetrated
on customers and sometimes by customers and
that is also true for content and partners. Fraud is
perpetrated on content providers or by content
providers. There's a definite need for fraud
management to address both sides of the
equation, and Subex is already at the cutting
edge of many of these emerging business
models. For example, we're already helping our
customer’s combat frauds in the area of mobile
commerce.

Third-party content is an increasing part of an
operator’s service offering especially when it
comes to IP services. Operator and partner
contracts for this content typically involve
content providers being paid by operators based
on use. When fraud is perpetrated on these
networks and services, it triggers usage which
results in operators losing hard cash versus un-
monetised network capacity consumption in the
traditional voice world. In the old world it was a
closed ecosystem butin the new world of IP
services and a widening third-party eco-system,
effective fraud management is growing in
importance and criticality. e





